COMMUNICATIONS SECURITY INSPECTION CHECKLIST

ACTIVITY:________________________________   DATE: __________________________________

ACTIVITY POC: __________________________    INSPECTOR: ____________________________

PHONE: __________________________________   RATING: ________________________________


                                                                                             YES     NO      N/A

1.  Is the basis for approval of the faciity as reflected       

in the lates memorandum, “COMSEC Facility Approval    

Request,” remain unchanged?                                               ___     ___    ___

2.  Are all discrepancies indicated on previous

inspection reports reconciled (AR 380-40)?                          ___    ___    ___

3.  Has the Hand Recipt Holder (H/R) developed a

Standard Operating Procedure (SOP) that covers as a

minimum the following for each COMSEC facility or

activity using COMSEC material?                                       


a.   Cryptographic processing of messages?

___
___
___


b.  COMSEC accounting? (Files, IAW AR 25-400-2

AR 380-40)





___
___
___


c.   Maintenance?




___
___
___
      

  


d.   Physical Security (access, storage, etc.)?

___
___
___


e.   Inventory?




___
___
___


f.  Distribution?




___
___
___


g.  Destruction? (AR 380-40, TB 380-41)       

___
___
___


h.  Two-Person Integrity (TPI)?


___
___
___


 i.  COMSEC incident reporting?


___
___
___

4.  Are supervisory personnel aware of the requirements

for Technical Surveillance Countermeasure (TSCM) services

(AR 381-14(S))?





___
___
___

5.  Have maintenance personnel been certifiec on 

DD Form1435 per AR 25-12?



___
___
___








YES
NO
N/A
6.  Is the requirement for access to COMSEC information

known and adhered to (AR 380-40) and clearances are

verified per AR 380-67?




___
___
___

7.  Are the following documents readily available or on

requisition?

     a.  AR 380-5





___
___
___

     b.  AR 380-40





___
___
___

     c.  TB 380-41





___
___
___

8.  Are personnel familiar tihe marking “CRYPTO”?
___
___
___

9.  Are personnel aware of the limitations imposed on the

handling and release of UNCLASSIFIED COMSEC 
information (Chapter 5)?




___
___
___

10.  Is the Primary/Alternate H/R holders appointed on a 

current memorandum?




___
___
___

11.  Has formal/informal training been provided to the 

H/R holders and copy provided to the unit/activity?

___
___
___

12.  Does the H/R’s accounting system provide for proper

security control and handling of the accountable

COMSEC material (Chapter 4)?



___
___
___

13.  Is all mandatory modifications to classified COMSEC

equipment are applied and the equipment modification 

records plates accurately reflect their application

IAW TB 750-38(C)?




___
___
___

14.  Are procedures for checking packages upon receipt

for evidence of tampering or exposure of contents known?
___
___
___

15.  Are personnel familiar with page check requirements

(Chapter 4)?





___
___
___

16.  Is keying material inventoried in a manner that assures

continuous protection and control (Chapter 4)?

___
___
___
 

